CANDoSA: A Hardware Performance Counter-Based
Intrusion Detection System for DoS Attacks on
Automotive CAN bus
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INTRODUCTION

In automotive cybersecurity, integrating advanced technologies has led to the development of sophisticated Intrusion Detection Systems (IDS) that are crucial for
safeguarding connected vehicles. This research focuses on a novel IDS designed to enhance attack detection on Controller Area Network (CAN) systems by leveraging
Hardware Performance Counters (HPC). The motivation behind this study stems from the increasing complexity of vehicle architectures and the corresponding rise in
cyber threats, necessitating robust security measures.
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CONCLUSION

The research presents a promising approach to enhancing cybersecurity in automotive systems by integrating HPC data in IDS frameworks. While initial findings
demonstrate the feasibility of detecting attacks, further experiments are necessary to refine the model and explore its application in safety-critical real-time embedded
systems. Future work will focus on developing a comprehensive IDS that combines CAN bus anomaly detection with host-based intrusion detection, paving the way for
more resilient automotive cybersecurity solutions.
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